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. Abstract

Objectives/Goals
The purpose of the project was to develop an algorithm that can conceal data of a variety of uncompressed
files of different formats and recover the hidden data without loss of information.

Methods/M aterials
The algorithm was implemented in Mathematica, a programming language. All materials used to test the
algorithm belong to the student himself. There were four different cases to test the algorithm, and each
case was tested numerous times to show that no information in the hidden and cover files was altered or
lost. Thefirst task wasto conceal an image file inside another image file by using different numbers of
L SBs (least significant bits) for concealing data to show the resulting image. The second task was to
conceal amusic fileinside an image file. The third task was to conceal an image file inside avideo file by
splitting the data of the image, and the |ast task was to conceal atext file with over 40,000 wordsinside a
video file.

Results
In all test cases, the implemented algorithm was successful in concealing and recovering vast amounts of
information in various uncompressed digital formats without loss of information. Using fewer numbers of
L SBsto conceal information resulted in better image quality, and there were no visible changesin the
cover fileswhen 1 bit was used to conceal information.

Conclusions/Discussion
The agorithm shows that there is aviable way of hiding alarge amount of information without triggering
suspicion and recovering information without any loss. The results also show that the algorithm works for
filesin avariety of uncompressed formats, including sound, image and text. Using one bit to hide
information neither alters the hidden information nor creates noticeable differencesin the cover file. Most
importantly, if given multiple cover files, data to be hidden no longer has to be smaller than the data of the
cover file because hidden information can be spread across multiple cover files.
This algorithm can be extended to awide variety of applications, such as digital security and intelligence.
Digital steganography can be used with encryption for watermarks and other security uses. Finaly,
reverse steganography can be used to crack the code and reveal information in the area of
counter-terrorism.

Summary Statement

To improve current methods of digital steganography, | developed encoder and decoder algorithm to
conceal data of avariety of uncompressed files of different formats.
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Dr. James Choi guided me in Mathematica programming language and digital image processing. My
parents constantly gave me support and encouragement.

Ap2/12



	S1411

